
Abstract: WebID is a replacement for the traditional password-based login for the Web. It is an open-standard being
developed by the W3C WebID Community Group. It provides a decentralized secure authentication protocol by crossing
public key authentication with RDF linked data. VIVO, with its RDF linked data design, provides a solid foundation in
which to implement both WebID authentication and WebID provisioning capability. We propose that VIVO and WebID are
obvious partners and we have implemented both WebID authentication and provisioning capabilities for VIVO.
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Introduction and Background
Usernames and passwords are what people use to log into web sites around the world.  Identity is established site-by-site 
and information is manually added and maintained on a per-site basis.  With ever increasing computing horsepower, 
coupled with people’s lack of enthusiasm for using strong passwords, passwords have become a major weakness in 
system and application security.   A Microsoft study1 had shown that people have an average of 6.5 passwords each and 
have 25 different accounts with each user typing an average of 8 passwords a day.  WebID allows identity and 
authentication information to be put in one place and eliminates the use of passwords through the use of public-key 
certificates.  WebID does not require a centralized Certificate Authority and supports the concept of web-of-trust.  You can 
publish your identity anywhere on the web and you can share as much information about yourself as you choose.  With 
WebID, logging into a website require nothing more that clicking on “log in”.  No passwords!

WebID4VIVO Availability:
https://github.com/ebremer/webid4vivo (open source under BSD License)

Learn more about WebID at: http://www.w3.org/wiki/WebID
Learn more about the Cert Ontology at: http://www.w3.org/ns/auth/cert

Future Directions for WebID and VIVO
• Merge WebID4VIVO into VIVO core distribution
• Update WebID4VIVO to reflect final WebID specifications when they occur
• Implementation of WebAccessControl Ontology: http://www.w3.org/wiki/WebAccessControl
• With WebAccessControl, grant remote VIVO WebIDs (or non-VIVO WebIDs) access to view/create/delete on local VIVO
• Implementation of Web Of Trust Ontology: http://xmlns.com/wot/0.1/
• Implementation of Open Annotations Model (W3C Community Group) http://www.openannotation.org/spec/core/
• Implementation of Link Data Platform (W3C Working Group): http://www.w3.org/2012/ldp/wiki/Main_Page
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1)��Click��WebID

2)��Select��your��WebID

3)��You’re��logged��in!

What does a WebID certificate file look like?
It is a X.509v3 digital certificate with a deference able URI inside and that lives in your web browser.

What does a WebID Profile look like? (it is a RDF Turtle file with the the URI listed in the WebID certificate)

<http://www.ebremer.com/foaf.rdf#me>
a                       foaf:Person ;
foaf:family_name "Bremer" ;
foaf:firstName "Erich" ;
foaf:knows <http://bblfish.net/people/henry/card#me> ; 
foaf:knows <http://tdiprima.com/foaf.rdf#me>
foaf:status "Happy" ;
cert:key [ a              cert:RSAPublicKey ;

cert:exponent 65537 ;
cert:modulus

"B8CD08202DB1C18A704AE4ABBF0C2C7A23C7FD9C8D85BC957645D91922BC79BF81C468A75A80629DD134C
B639213B661E1762B365A85EFC37E110E6946A882A429103E2601C1EBC42F612635E8E5B9C968D53940FA9EDC
4644B20A89E9CA2963232B0625D2FFED66AB5BB97E700D2ACCE91D972D37005370B01B3632CA43E42B0DD8D
D283D5B811059547FA772480A2B5DB8781E69CF7DBD6BDC61A5165A2F659DE7904006A5AC4C70AA226FDCCE
C514B9AE081C40E917368B4882F769F9A8BAA818E8BD72DBEDD3ABCF9BCB66BD9AAC916CD56F47FCAA3DA
4337E99B4064DF4AF4F2869D751E35F324C8E06996D7B1491F55F1C7B05E5BD5D31C95919D25801"^^<http://ww
w.w3.org/2001/XMLSchema#hexBinary> ] ;

OMG!
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Results
The creation of a modular, independent WebID servlet that will run side-by-side with VIVO. It will allow for remote
WebIDs to be associated with VIVO accounts. WebID4VIVO will enable VIVO administrators to add WebID as an
addition and/or replacement authentication mechanism to existing CAS and username/password methods. Users will
be able to register external WebIDs in the GUI. Native VIVO WebID provisioning is available in addition or in lieu of
external registered WebIDs.

What does a WebID4VIVO provide as it relates to 
the above authentication sequence?
1) TLS-Light Service
2) Guard
3) WebID Verifier
4) Access Control Check

Figure��2

Features that WebID4VIVO provides to VIVO:
1) WebID authentication
2) WebID provisioning (including management screens for handling multiple 
WebIDs and associating external WebIDs)

VIVO already provides RDF profiles with Turtle and RDF/XML serializations 
via redirection, Turtle being a requirement for WebID profiles.

Deep thoughts
How many accounts and passwords do you have? LinkedIn, Twitter, ORCID, Amazon, Google, Yahoo, Bing, Hotmail, 
Credit card companies, Bank Account(s), MySpace, campus account(s), EZ-Pass, cable, satellite, professional 
memberships, journals, games, gas, electric, water, taxes, etc?  How many times have you clicked “I forgot my password” 
on a site?  How many places have you left personal security questions and answers?  How many times and in how many 
places do you have to maintain your identity information and passwords? Would if there was just one place you had to go 
to and reset your “password”? Would if you could do it all from one place securely and that you controlled? 

Would if the different VIVO instances around the world could interoperate with each other at the click of the mouse, not 
just in data, but in identity?  

Scan��me��for��URLs!


